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Mission Statement: 
 To research, develop, publicize and promote an authorita?ve, up‐to‐date, interna?onally accepted IT 

governance  control  framework  for  adop?on  by  enterprises  and  day‐to‐day  use  by  business 
managers, IT professionals and assurance professionals 

Objec1ves: 
 Aligning IT strategy with the business strategy 
 Assuring investors and shareholders that a ‘standard of due care’ around mi?ga?ng IT risks is being 

met by the organiza?on 
 Cascading IT strategy and goals down into the enterprise 
 Obtaining value from IT investments 
 Providing organiza?onal structures that facilitate the implementa?on of strategy and goals 
 Crea?ng construc?ve rela?onships and effec?ve communica?on between the business and IT, and 

with external partners 
 Measuring IT’s performance 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CobiT has evolved from an auditor’s tool to an IT governance 
framework, used increasingly by IT management 
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  Better return for IT investment 
  Concern over generally increasing IT expenditure 
  Regulatory requirements for IT controls 
  Service provider and vendor management 
  Increasingly complex IT-related risks 
  IT governance 
  IT activities that increase business value and reduce business risk 
  Need to optimize costs 
  Controls benchmarking 
  Growing acceptance of well-regarded frameworks: 
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 COBIT   CMMI 

 ITIL   PRINCE2 
 ISO 27000   PMBOK 

 ISO 9001:2000 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  Strategic Alignment 
  Value Delivery 
  Resource Management 
  Risk Management 
  Performance Measures 
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Process  Descrip1on 

PO1  Define a Strategic IT Plan 

PO2  Define the Informa?on Architecture 

PO3  Determine Technological Direc?on 

PO4  Define the IT Processes, Organiza?on and Rela?onships 

PO5  Manage the IT Investment 

PO6  Communicate Management Aims and Direc?on 

PO7  Manage IT Human Resources 

PO8  Manage Quality 

PO9  Assess and Manage IT Risks 

PO10  Manage Projects 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Process  Descrip1on 

AI1  Iden?fy Automated Solu?ons 

AI2  Acquire and Maintain Applica?on Soaware 

AI3  Acquire and Maintain Technology Infrastructure 

AI4  Enable Opera?on and Use 

AI5  Procure IT Resources 

AI6  Manage Changes 

AI7  Install and Accredit Solu?ons and Changes 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Process  Descrip1on 

DS1  Define and Manage Service Levels 

DS2  Manage Third‐party Services 

DS3  Manage Performance and Capacity 

DS4  Ensure Con?nuous Service 

DS5  Ensure Systems Security 

DS6  Iden?fy and Allocate Costs 

DS7  Educate and Train Users 

DS8  Manage Service Desk and Incidents 

DS9  Manage the Configura?on 

DS10  Manage Problems 

DS11  Manage Data 

DS12  Manage the Physical Environment 

DS13  Manage Opera?ons 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Process  Descrip1on 

ME1  Monitor and Evaluate IT Performance 

ME2  Monitor and Evaluate Internal Control 

ME3  Ensure Compliance With External Requirements 

ME4  Provide IT Governance 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Process  Descrip1on 

DS5.1  Management of IT Security 

DS5.2  IT Security Plan 

DS5.3  Iden?ty Management 

DS5.4  User Account Management 

DS5.5  Security Tes?ng, Surveillance and Monitoring 

DS5.6  Security Incident Defini?on 

DS5.7  Protec?on of Security Technology 

DS5.8  Cryptographic Key Management 

DS5.9  Malicious Soaware Preven?on, Detec?on and Correc?on 

DS5.10  Network Security 

DS5.11  Exchange of Sensi?ve Data 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0  1  2  3  4  5 

Non‐ 
Existent  Ini1al  Repeatable  Defined  Managed  Op1mised 

Enterprise current status 

Interna1onal standard guidelines 

Industry best prac1ce 

Enterprise strategy 

Legend for symbols used  Legend for rankings used 

0 ‐ Management processes are not applied at  
    all 
1 ‐ Processes are ad hoc and disorganised 
2 ‐ Processes follow a regular paNern 
3 ‐ Processes are documented and communicated 
4 ‐ Processes are monitored and measured 
5 ‐ Best prac1ces are followed and automated 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  Detailed control objec?ves now covers IT governance more completely, befer 
harmonized and more concise (About 30% few controls).  Reduced from 320 
(CobiT 3.0) to 215 (CobiT 4.0) 

  Generic process‐related control objec?ves moved to the Framework as part of 
Process Goals/Objec?ves 
  Goals and objec?ves 

  Ownership 

  Repeatability 

  Roles and Responsibility 

  Policy, Plans and Procedures 

  Process Performance Improvement 

  Applica?on controls moved into the Framework sec?on from Delivery & 
Support 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  Enhanced Execu6ve Overview sec?on 

Very minor changes 

  Explana?on of goals and metrics in the Framework sec?on 

Minor, mostly rearrangement for presenta?on and addi?onal clarifica?on 

  Befer defini?ons of the core concepts. It is important to men?on that the defini?on of 
a control objec?ve changed, shiaing more toward a management prac?ce statement. 

This has been true since CobiT 3.0 to 4.0 update.  Progressive verbiage changes were 
made for clarifica?on or generalizing purposes. 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  Improved control objec?ves resul?ng from updated control prac?ces and Val IT 
development ac?vity.  Some control objec?ves were grouped and/or reworded to avoid 
overlaps and make the list of control objec?ves within a process more consistent.  
Specific revisions include: 
  AI5.5 and AI5.6 were combined with AI5.4 

 Soaware Acquisi?on + Acquisi?on of Development Resources + Acquisi?on of Infrastructure, Facili?es, and 
Related Services = IT Resources Acquisi?on 

  AI7.9, AI7.10 and AI7.11 were combined with AI7.8 

 Soaware Release + System Distribu?on + Recording and Tracking of Changes = Promo?on to Produc?on 

  ME3 was revised to include compliance with contractual requirements in addi?on to legal and regulatory 
requirements 

 ME3 = Ensure Compliance With External Requirements. 
More generic with details moved to Control Prac?ces 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  Applica?on controls have been reworked to be more effec?ve, based on work to support controls 
effec?veness assessment and repor?ng.  6 applica?on controls replaced the 18 applica?on controls 
in COBIT 4.0, with further detail provided in COBIT Control Prac?ces, 2nd Edi?on. 

  The list of business goals and IT goals in Appendix I was improved, based on new insights obtained 
during valida?on research executed by the University of Antwerp Management School (Belgium). 

  The pull‐out has been expanded to provide a quick reference list of the COBIT processes, and the 
overview diagram depic?ng the domains has been revised to include reference to the process and 
applica?on control elements of the COBIT framework.  

  Improvements iden?fied by COBIT users (COBIT 4.0 and COBIT Online) have been reviewed and 
incorporated as appropriate. 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  CobiT 4.0 is an evolu?on from the 3rd edi?on based on the same core 
principals and structure – no need to “throw away” current work 

  CobiT 4.0 build on and extends 3rd edi?on with stronger business focus and 
governance prac?ces 

  The metrics build on the same principles, are integrated with goals and provide 
more and befer examples to help users design their own 

  Full x‐references provided in appendices showing how processes and control 
objec?ves map in both direc?ons to help conversions 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 S?ll 4 Domains and 34 Processes 

 An incremental update to CobiT 4.0 

  IT Assurance Guide and CobiT Control Prac?ces were 
updated with CobiT 4.1 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With the growing adoption of COBIT, ISACA recognized the need for structured
 and formal education and worked together with ITpreneurs to develop
 authentic COBIT learning solutions. COBIT training courses help professionals
 master COBIT and utilize this knowledge for effective implementation within
 their organizations. Sustainable COBIT competencies help IT organizations
 and departments align with the goals and objectives of the business and
 generate strategic value from IT. 

The COBIT curriculum includes the following courses: 

 COBIT Awareness Course (2 hours, self paced e-learning) 
 COBIT Foundation Course (8 hours, self paced e-learning or 14 hours,
 classroom) 
 COBIT Foundation Exam (1 hour, online 40 questions) 
 IT Governance Implementation Course (14 hours, classroom)  
 COBIT for Sarbanes-Oxley Compliance (5 hours, self paced e-learning)  
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  What other opportunities are there for broader adoption and
 application? 

  How can we support membership in adoption, implementation and
 sustainable usage? 

  Act as a conduit to the CobiT Steering Committee to communicate
 membership needs - What needs to change in CobiT? Influence CobiT
 5.0 

  What additional guidance is needed for adopters? 
  What training is needed?  CPEs for upcoming IT Governance

 Certification  
  How can CobiT work better with other standards and frameworks? 

 (additional mapping projects)  
  Stay connected with other CobiT User Groups (Atlanta, Toronto etc.)

 learn from each other 
  Develop CobiT page on chapter website to provide CobiT resources. 

41 



San Francisco Chapter 42 

FFIEC Index FFIEC IT Handbook FFIEC Section FFIEC Subsection FFIEC Subsection Level 2 
1.1.0.0 

Audit 
Introduction 

1.2.0.0 
Audit 

IT Audit Roles and Responsibilities 
1.2.1.0 

Audit 
IT Audit Roles and Responsibilities Board of Directors and Senior Management 

1.2.2.0 
Audit 

IT Audit Roles and Responsibilities Audit Management 
1.2.3.0 

Audit 
IT Audit Roles and Responsibilities Internal IT Audit Staff 

1.2.4.0 
Audit 

IT Audit Roles and Responsibilities Operating Management 
1.2.5.0 

Audit 
IT Audit Roles and Responsibilities External Auditors 

1.3.0.0 
Audit 

Independence Staffing of Internal IT Audit 
1.3.1.0 

Audit 
Independence Staffing of Internal IT Audit Independence 

1.3.2.0 
Audit 

Independence Staffing of Internal IT Audit Staffing 
1.4.0.0 

Audit 
Internal Audit Program 

Process # Process Description CO COBIT Control Objective Coverage FFIEC Index FFIEC IT Handbook FFIEC Section FFIEC Subsection FFIEC Subsection Level 2 
DS1 Define and manage service levels. DS1.1 Service level management 

framework 
A 9.3.4.1 Outsourcing Technology 

Services 
Risk Management Ongoing Monitoring Key Service Level Agreements and Contract 

Provisions 
DS1 Define and manage service levels. DS1.1 Service level management 

framework 
A 9.3.3.0 Outsourcing Technology 

Services 
Risk Management Contract Issues 

DS1 Define and manage service levels. DS1.1 Service level management 
framework 

A 4.3.2.2 E-Banking Risk Management of E-Banking Activities Managing Outsourcing Relationships Contracts for Third-Party Services 

DS1 Define and manage service levels. DS1.1 Service level management 
framework 

A 10.4.6.4 Retail Payment Systems Retail Payment System Risk Management Operational (Transaction) Risk Vendor and Third Party Management 

DS1 Define and manage service levels. DS1.1 Service level management 
framework 

A 12.5.6.5 Wholesale Payment Systems Wholesale Payment Systems Risk 
Management 

Operational (Transaction) Risk Vendor and Third-Party Management 

DS1 Define and manage service levels. DS1.1 Service level management 
framework 

A 7.5.0.2 Management Management Considerations for 
Technology Service Providers 

Contracts 

DS1 Define and manage service levels. DS1.2 Definition of services A 9.3.4.1 Outsourcing Technology 
Services 

Risk Management Ongoing Monitoring Key Service Level Agreements and Contract 
Provisions 

FFIEC Index FFIEC IT Handbook FFIEC Section FFIEC Subsection FFIEC Subsection Level 2 COBIT # COBIT Control Objective Coverage 
1.1.0.0 Audit Introduction PO6.2 Enterprise IT Risk and Control Framework A 
1.2.1.0 Audit IT Audit Roles and Responsibilities Board of Directors and Senior Management ME1.1 Monitoring approach A 

1.2.1.0 Audit IT Audit Roles and Responsibilities Board of Directors and Senior Management PO4.2 IT Strategy Committee A 

1.2.1.0 Audit IT Audit Roles and Responsibilities Board of Directors and Senior Management PO4.3 IT Steering Committee A 

1.2.1.0 Audit IT Audit Roles and Responsibilities Board of Directors and Senior Management PO4.8 Responsibility for Risk, Security and Compliance A 

1.2.2.0 Audit IT Audit Roles and Responsibilities Audit Management ME2.2 Supervisory review A 
1.2.2.0 Audit IT Audit Roles and Responsibilities Audit Management ME4.7 Independent assurance A 
1.2.2.0 Audit IT Audit Roles and Responsibilities Audit Management PO4.8 Responsibility for Risk, Security and Compliance A 

1.2.2.0 Audit IT Audit Roles and Responsibilities Audit Management PO7.4 Personnel Training A 
1.2.3.0 Audit IT Audit Roles and Responsibilities Internal IT Audit Staff ME4.7 Independent assurance A 
1.2.3.0 Audit IT Audit Roles and Responsibilities Internal IT Audit Staff PO4.8 Responsibility for Risk, Security and Compliance A 

1.2.4.0 Audit IT Audit Roles and Responsibilities Operating Management ME2.7 Remedial actions C 
1.2.4.0 Audit IT Audit Roles and Responsibilities Operating Management ME3.4 Positive assurance of compliance A 
1.2.4.0 Audit IT Audit Roles and Responsibilities Operating Management ME4.7 Independent assurance A 
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  Promoted in the last Expressline and CobiT Focus
 newsletter. 

  CobiT is a key reference in forming the foundation of this
 certification 

  Take advantage of ITPrenuers chapter offering of CobiT
 education courses (reduced pricing).  

  Initial exam is targeted for December 2008
 (grandfathering will also be available) 
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  ISACA/ITGI is not accepting grandfathering applications at this time, but plan to do so
 in the future. Additional information and details will be posted at a future date when
 this provision is active. The following is being provided to give you a general sense
 of this provision.  

  Highly experienced professionals who have had a significant management, advisory
 and/or assurance role relating to the governance of IT will be allowed to apply for
 CGEIT certification without being required to pass the CGEIT examination.  

  To earn the CGEIT certification during this grandfathering period, an applicant must:  
  Have and submit evidence of eight (8) years of experience associated with the

 governance of the IT-related contribution to an enterprise, with a minimum of three
 (3) of these years performing tasks directly related to any two or more of the
 aforementioned CGEIT domains.  

  Describe (200-500 words) their experience managing, providing advisory and/or
 assurance services, and/or otherwise supporting the governance of an enterprise’s
 information technology.  

  Adhere to the ISACA Code of Professional Ethics  
  Agree to comply with the CGEIT Continuing Education Policy  
  Pay an application fee:  

  US $595—for ISACA members  
  US $660—for non-ISACA member credential holders in good standing  
  US $725—for all others  
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Miguel (Mike) O. Villegas is the Chief Information Security Officer of
 Newegg, Inc. and is responsible for Information Security, IT Risk
 Management and PCI DSS (Payment Card Industry Data Security
 Standard) compliance. Newegg, Inc. is one of the fastest growing E
-Commerce companies established in 2001 with an expected $2 Billion in
 revenue in 2008.  

Mike has over 25 years of Information Systems security and IT audit
 experience. Mike was previously Vice President & Technology Risk
 Manager for Wells Fargo Services responsible for IT Regulatory
 Compliance and was previously a partner at Ernst & Young, LLP and
 Arthur Andersen over their information systems security and audit groups
 over a span of nine years. Mike is a CISA and CISSP.  

He was the SF ISACA Chapter President during 2005-2006 and the SF
 Fall Conference Co-Chair from 2002–2007. He also served for two years
 as Vice President on the Board of Directors for ISACA International. 
 Currently, Mike is involved with the LA ISACA Spring Conference
 Committee and is the CISA Review Course Coordinator. 

Biography 
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